
1

IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

ATLANTA DIVISION

MICROSOFT CORPORATION, a
Washington corporation, FS-ISAC,
INC., a Delaware corporation and
HEALTH-ISAC, INC., a Florida
corporation,

Plaintiffs,

v.

DENIS MALIKOV AND JOHN
DOES 1-7,

Defendants.

)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)
)

Case No.:

FILED UNDER SEAL

DECLARATION OF JASON B. LYONS IN SUPPORT OF PLAINTIFFS’
APPLICATION FOR AN EMERGENCY EX PARTE

TEMPORARY RESTRAINING ORDER AND
ORDER TO SHOW CAUSE RE PRELIMINARY INJUNCTION

I, Jason B. Lyons, declare as follows:

1. I am a Principal Manager of Investigations in Microsoft Corporation’s

Digital Crimes Unit (“DCU”) Ransomware Team. I make this declaration in support

of Microsoft’s Application for An Emergency Temporary Restraining Order and

Order To Show Cause Re Preliminary Injunction. I make this declaration of my own
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personal knowledge or on information and belief where indicated. If called as a

witness, I could and would testify competently to the truth of the matters set forth

herein.

2. In my role at Microsoft, I assess technological security threats to

Microsoft and the impact of such threats on Microsoft’s business and

customers. Among my responsibilities are protecting Microsoft’s online service

assets from network-based attacks. I also participate in the investigation of

ransomwares and participate in court-authorized countermeasures to neutralize and

disrupt them. I have personally investigated and assisted in the court-authorized

takedown of several ransomwares while at Microsoft, including the ransomwares

known as Ramnit, ZeroAccess, Dorkbot, Necurs, and Trickbot. Before joining

Microsoft, I worked for Xerox as the Manager of Xerox’s Cyber Intelligence

Response Team. I also worked for Affiliated Computer Services (“ACS”) prior to

Xerox’s acquisition of ACS. While at ACS, I provided in-court testimony in

connection with a temporary restraining order application concerning

misappropriation of ACS’s intellectual property. Prior to entering the private sector,

from 1998 to 2005, I served as a Counterintelligence Special Agent in the United

States Army. My duties as a Counterintelligence Special Agent included

investigating and combating cyber-attacks against the United States. I obtained
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certifications in counterintelligence, digital forensics, computer crime

investigations, and digital media collection from the United States Department

of Defense.

3. I have investigated the structure and function of a ransomware

architecture called “Ryuk” as well as the activities carried out through this

ransomware, and an assessment of the impact on Microsoft’s business and on users

of the Internet. The Ryuk ransomware has caused, and continues to cause, extreme

damage to Microsoft and other parties which, if allowed to continue, will be

compounded as the case proceeds.

I. DEFENDANTS

4. The identities and specific locations of the Defendants who have set up

and currently operate the Ryuk ransomware are currently uncertain. However, we

have detected instances of the Ryuk ransomware and Ryuk “ransom and extortion”

infrastructure in many different countries, including the United States, and it is

probable that the criminals operating that ransomware are also located in different

countries.

5. Defendants control the Ryuk ransomware through ransom and extortion

infrastructure comprised of IP addresses maintained on an interconnected network.

They use common tools, a common codebase, and common tactics to establish and
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run the ransomware. They appear to share ransom and extortion resources. In sum,

my investigation has uncovered what is, in effect, a Ryuk ransomware criminal

enterprise, comprised of Defendants who develop, commercialize and support the

Ryuk ransomware using infrastructure designed for the purpose of carrying out the

ransomware criminal activity.

II. RANSOMWARE IN GENERAL

6. A ransomware is malicious software created by a software developer

whose purpose is to infect or install the malicious code on unknowing victims'

computer with the purpose of encrypting the victim’s data until a ransom is paid.

Ransom targets user modifiable files such as word documents, spreadsheets, image

files and larger data sets to include databases. Once a single computer is infected on

a computer network ransomware can spread to other computers with virus-like

activity. Ransomware developers design ransomware to evade normal computer

security safeguards through computer code obfuscation and other data disguising

techniques

7. Once a computer system has been ransomed the users of those computer

systems are no longer able to access their files.

8. Ryuk utilizes asymmetric encryption which uses a public encryption

key for encryption and requires the use of a private key for decryption. The victim
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of the ransomware attack must negotiate with the ransomware actor to obtain the

private key or “decoder.”

9. Ransomware is about branding and reputation. Ransomware operators

work to build a reputable brand and a reliable reputation for providing decryption

after a ransom payment has been received.

10. Ryuk and other major ransomware families operate through a business

model known as Ransomware as a Service (RaaS). RaaS which is a subscription-

based service allowing affiliates of the service ready access to ransomware-building

tools and builds. Affiliates of the service agree to ransom percentage payouts

between the ransomware developer and threat actor who performed the exploitation.

This model allows affiliates to launch ransomware attacks using already developed

ransomware tools and infrastructure. Affiliates who may lack the expertise to

develop their own ransomware using RaaS are able to launch an attack and earn a

percentage of successful ransom payments.

11. Payment of a ransom is facilitated through crypto currencies. Crypto

currencies provide pseudo anonymous payment systems which enable conversion to

fiat currency via cryptocurrency exchanges. A cryptocurrency exchange is a

platform that promotes the trade of cryptocurrencies using digital money, fiat

money, or other assets. These exchanges are the intermediaries between parties and
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make money from transaction fees and commissions.

12. ZLoader has multiple ties to ransomware as a delivery system as has

been reported in the security community. One such entitled “From ZLoader to

DarkSide:  A Ransomware Story,” attached to this declaration as Exhibit 1 (also

available at https://www.guidepointsecurity.com/blog/from-zloader-to-darkside-a-

ransomware-story/).

13. There are multiple reports that the Ryuk ransomware has targeted

healthcare companies.  Attached to this declaration as Exbibit 2 is a true and correct

copy of an alert advisory on the Ryuk malware targeting healthcare institutions that

was published by the Department of Homeland Security’s Cybersecurity and

Infrastructure Security Agency (“CISA”) (also available at

https://www.cisa.gov/uscert/ncas/alerts/aa20-302a).  Similarly, attached as Exhibit

3 is a true and correct copy of a Department of Health and Human services

publication on Ryuk ransomware targeting health care institutions (also available at

https://www.cisa.gov/sites/default/files/publications/202104081030%20Ryuk%20

Variant%20TLP%20White.pdf). Exhibit 4 to this declaration is a true and correct

copy of an article describing how the ransomware with operations and features

closely resembling Ryuk, indirectly caused a death at a hospital in Germany.

III. THE INVESTIGATION OF THE RYUK RANSOMWARE
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14. The ransomware at issue in this case—the “Ryuk” ransomware—is a

prolific and globally dispersed ransomware. Various Microsoft investigators and I

have been able to identify operational details about the Ryuk ransomware, including

its ransom and extortion infrastructure and the various methods of communications.

15. I have obtained copies of the Ryuk ransomware code that the

Defendants deliver and install on infected end-user computers and I have carried out

an examination of that code. I have researched the ransom and extortion

infrastructure of the Ryuk ransomware. I have also reviewed literature published by

other well-regarded computer security investigators concerning the Ryuk

ransomware and their findings have confirmed my own conclusions. Through these

and related investigative steps, I developed detailed information about the size,

scope, and illegal activities of the Ryuk ransomware.

16. During our investigation into the Ryuk ransomware, we analyzed

dozens of samples of Ryuk malware. As part of the investigation, other Microsoft

investigators and I purposely infected several investigator-controlled computers

with Ryuk malware. We carefully analyzed changes that the Ryuk malware makes

to Microsoft’s operating system and application software during this infection

process, and we reverse-engineered the malware to determine how it operates.

17. During our investigation, a variety of Microsoft investigators and I
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analyzed the Ryuk “ransom process.” Once a computer is infected with Ryuk, a

ransom note is left for the user to discover. Ryuk operators maintain a recovery site

which operates on the TOR or onion network domain (i.e. a network on the Internet

that enables websites to operate anonymously). Navigating to the website instructs

the victim to upload the ransom note left on their computer thus providing a “proof

of ransom.” My investigation of the source code of the Ryuk recovery website

revealed that the threat actors are verifying the alphanumeric string or password

located at the bottom of the ransom note. As example of a Ryuk ransom note is set

forth as Figure 1:

Figure 1: Example Ransom Note
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18. Based on the investigation, I conclude that the alphanumeric string

identifies the key used to encrypt the victim files. Once the ransom note has been

uploaded and a victim point of contact email address submitted to the Ryuk operators

via the recovery website, the threat actors then communicate with victims by email.

The screenshots below in Figures 2, 3 and 4 were captured during the investigation.

Figure 2: Submitting a request to make contact with Ryuk operators
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Figure 3: Confirmation that our request was sent to Ryuk operators
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Figure 4: Email communication with Ryuk operators
19. During the course of Microsoft’s investigation into Ryuk, Microsoft has

collected numerous Ryuk samples that contain extortion/ransomnotes with

cryptocurrency payment addresses.

20. Using blockchain investigation technology, it is possible to track

payments submitted to blockchain wallet addresses that are included in Ryuk

extortion notes.  Below are a few examples:

21. This provides some information regarding the scale of damage cause

by Ryuk. For example, tracking the following ransom wallet revealed that

approximately $1.8 million dollars was received by that wallet:

SHA 256 Wallet
52553630f01c9bedda6fb049aa37e9e1cd60c554fe81b04a1
f22ec6b3c5747df

1FRNVupsCyTjUvF36GxHZrvLaP
tY6hgkTm

22. Information about this wallet address is available at
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https://www.blockchain.com/btc/address/1FRNVupsCyTjUvF36GxHZrvLaPtY6h

gkTm, as follows:

23. As another example, tracking the following ransom wallet revealed

that approximately $3.4 million dollars was received by that wallet:

Binary SHA256 Wallet
8d3f68b16f0710f858d8c1d2c699260e6f43161a5510abb0
e7ba567bd72c965b

15RLWdVnY5n1n7mTvU1zjg67w
t86dhYqNj

24. Information about this wallet address is available at:

https://www.blockchain.com/btc/address/15RLWdVnY5n1n7mTvU1zjg67wt86dh

YqNj, as follows:

25. Below is a table which hash value of Ryuk files and crypto wallet

addreses associated with each Ryuk file:

SHA256 Wallets
198ebe9c69ed1ea3c0f949508b5152c8446dd7106deb6dc
ba7b7e36f85053b1c

3As6htSR3bZJeX1ueZ6XoSB2XXj
bzGJYEe

0d1a109933d886cceebfed38ae78acbd792dfba3e116ffb6 1E4fQqzCvS8wgqy5T7n1DW8JM
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e867f58fb4c592d0 NMaUbeFAS
62c8958fc79972b987a313db8c94d9db5d11a5178234bce
328ebe56dce330152

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

72caf37566c97c4030cd1a22d25bb78ce3ea287010a35eca
3e372b3ea8e0b066

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

899d401abf00b5851fcb30e0d0edbdfbfee92d98bfd9acf77
577d2f19b9c25d9

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

782788d736a6c603dbfb57f302e54e9050219e24dbde3c3
b6f69484004d9415e

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

30f62448ef138b7f9ed3662205421a97d15f5ffb36eae1a81
e8c56053b128781

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

b770fb365d1739543878652d8bc885eab35e7ee07863501
6b7682334e1d6f09d

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

28e7dc4aebbfea61a2ad942f00ecab3bbb32a636679587a
6fbd6c8dd69a0ef33

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

d5d72190a200147ad910c1412fed94576bb36bda1103624
425e34b9d09fda266

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

0bbcd5a1b2752b281cb4acefcf62343d6a9a923ac114da6e
68affd01da000ac5

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

0280ccc8d6dbb14d79adf375fa386a534cd74b40c684ed47
db0d2e4f659e4da4

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

d6c3287fb1bf01e11339acaecd09ef4adbdd8bd2644dcb4f
eeca862025b46a39

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

dc3e4b5f3090d65605a258aedc5efb370422742939d29bc
527f00544415ea67d

17v2cu8RDXhAxufQ1YKiauBq6G
GAZzfnFw

493a001c9a9c4e8b8503df84e783de837074daa8bc92b51
836e2c8a79a3a4eb6

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

64a52f12347a9a53bfb1adeecec2a3cd09b71f080c9c2cbd
9f3f3eb2c24ee3cb

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

113af75f13547be184822f1268f984b79f35965a1b1f963d
23b50a09741b0aec

1KURvApbe1yC7qYxkkkvtdZ7hrN
jdp18sQ

4992a629599d25933b55fee0b69198e80ecdcb3727a0b11
b3d2891e6cd5da555

1CN2iQbBikFK9jM34Nb3WLx5DC
enQLnbXp

98ece6bcafa296326654db862140520afc19cfa0b4a76a59
50deedb2618097ab

17v2cu8RDXhAxufQ1YKiauBq6G
GAZzfnFw

8d3f68b16f0710f858d8c1d2c699260e6f43161a5510abb0
e7ba567bd72c965b

15RLWdVnY5n1n7mTvU1zjg67w
t86dhYqNj

414bfb0bb83ad01da8f54cb858aae7ee37b6029cf529d6e6
f89ee0f451edbd87

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

46fb27f4cff2d33baae3b1c199797d1f0929bc03166cebd09
2081e4fe2f9ea6e

1L9fYHJJxeLMD2yyhh1cMFU2E
WF5ihgAmJ
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8e7383f1890ae7c6f5d707e2e14df5d0a93f235f8d4dc696
4d5ed57e6a0330a5

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

3c037dcc0145a331e0154e016e0636d7f77be792d2d698b
3b982fab33acc242a

1EoyVz2tbGXWL1sLZuCnSX72eR
7Ju6qohH

85422bb40f6b10f0fc6d2b679ea79fb67f610f4ce5e964944
f8abc918e678009

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

98d8caafaae6458a621ba1d1a1889709d155bd7dc87b9f7
dd2ed7ebd2d0d166e

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

5d92914acdfb551c237866cc4cce6c80aeeeb695e52beecd
2613694302c62271

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

53215004babd14a61e9ad4c9115fcd7c7d8385e6555bc28
0d8be163c6aeee39f

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

8a33e2792e0d41c6b99a1203187f650fa16a7a0c1879384
57bc526526f13b5c2

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

1d7647c565c6efb818aff1500104584d926c6fac3be19f56f
d6106c17f5e2e9b

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

b7e945a8dafc91ebe8c8717ee3107498afc1ad5461599611
d2fb07aaa7700aa1

1ChnbV4Rt7nsb5acw5YfYyvBFDj
1RXcVQu

a7145bea0b9c7094aa207508fcd54c07432e60ed89a5762
42f0ec6359526ccd3

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

8b0a5fb13309623c3518473551cb1f55d38d8450129d4a3
c16b476f7b2867d7d

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

52553630f01c9bedda6fb049aa37e9e1cd60c554fe81b04a
1f22ec6b3c5747df

1FRNVupsCyTjUvF36GxHZrvLaPt
Y6hgkTm

46f4bff5e7232f725ea596b736d95e59f4ff45dc49c93ba27
5a4360216d76238

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

97f96adce3c5f14cc0c061abe98555bc9ac042100af5db022
6aa9e10f34430a5

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

26c71466a302ececebaa7cfa02bbd6bc6a55f5e1ca28355a
2c60580504f8318b

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

0c51ca0477a2a23eede0757f49f07891c15fe977bde5f293
d05ddbce43c9531e

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

5f3dfd6ebbc2e717d82e9633fd023662f088cace55fefe287
b4035f34fdc9850

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

17ad1d64baf39c16612ac1c056fc9c23b73d180451bcd8c1
70fce0861129afaa

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

094e91e2ae1cdd89fe7aaf9053e042cabcdb6eaf27789dd3
31802c08ae29fd1c

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

4bb0d8eb6b93060941730c65ac5c11625b805f91616841c
dfb887d8461aef581

14hVKm7Ft2rxDBFTNkkRC3kGst
MGp2A4hk

95b228b664dca2e18935444c67c7c7dbda9da7450a18d42 162DVnddxsbXeVgdCy66RxEPAD
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IV. RYUK HAS ATTACKED MANY MICROSOFT CUSTOMERS IN THE
UNITED STATES AND NORTHER DISTRICT OF GEORGIA

26. Through its investigation, Microsoft determined that Ryuk

affirmatively targeted Microsoft customers.

27. I have recently investigated IP addresses known to be associated with

instances of the Ryuk ransomware. Technology exists to determine the geographic

location of IP addresses. Using such technology, I determined the geographical

location of these IP addresses, including particularly those IP addresses associated

with computers in the State of Georgia.  From that analysis, I determined that in over

20 instances, the Ryuk ransomware was encountered in connection with computers

located in Georgia.

28. Open source research also reveals that Ryuk specifically affected the

State of Georgia.  In particular, Ryuk has impacted the State of Georgia Judicial

Council Administrative Office of the Courts.  This activity was reported publicly in

the article attached as Exhibit 5 to this declaration (also available at:

https://arstechnica.com/information-technology/2019/07/ryuk-ryuk-ryuk-georgias-

courts-hit-by-ransomware/) and in the article attached as Exhibit 6 to this

declaration (also available at https://statescoop.com/georgia-courts-ryuk-
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ransomware/)

V. RYUK CAUSES SEVERE HARM

A. Ryuk Causes Severe Harm By Encrypting User’s data

29. Ryuk inflicts severe harm on individuals whose computing devices it

infects. Once a computing device is infected with Ryuk, Defendants search the

infected system specifically for Microsoft operating system backup system files and

deletes files ensuring the victim cannot restore files. Upon infection, Ryuk malware

examines the current running process on the infected system and systematically

shuts down processes in order to encrypt user files.

30. Ryuk specifically targets Microsoft Operating Systems, Office

products, and SQL databases. Almost all major antivirus products detect Ryuk as

malicious, and examples of anti-virus detections of the Ryuk ransomware as

reflected in the data set forth at Exhibit 7 to this declaration, reflecting checking a

sample of the Ryuk malware against various antivirus products (also available at:

https://www.virustotal.com/gui/file/72caf37566c97c4030cd1a22d25bb78ce3ea287

010a35eca3e372b3ea8e0b066).

B. Ryuk Causes Severe Harm By Making Unauthorized Changes To
The Victim Computers And The Windows Operating System

31. Ryuk inflicts substantial damage on Microsoft, whose products and

trademarks Defendants systematically abuse as part of the ransomware’s fraudulent
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operations. Ryuk severely damages the computing devices it infects, making low-

level changes to the operating system including Windows 7, Windows 8, Windows

8.1, Windows 10, and several versions of Windows Servers. For example, once the

Defendants infect a computer with the Ryuk malware, it compromises the underlying

code of Microsoft’s Windows operating system to alter the behavior of various

Windows routines by manipulating various registry key settings and scheduled tasks.

C. Ryuk Causes Severe Harm To Microsoft’s Reputation, Brands,
And Goodwill With Its Customers

32. The Ryuk malware infection itself harms Microsoft and Microsoft’s

customers by damaging the customers’ computing devices and the software installed

on their computing devices, including Microsoft’s proprietary Windows operating

systems. The Ryuk malware is designed to infect, and run-on computer devices

equipped with the Windows operating system. The Windows operating system is

licensed by Microsoft to its users.

33. The installation of malicious software damages the user’s computing

device and the Windows operating system on the user’s computing device. Once a

user’s computing device is infected, Ryuk makes changes to the deepest and most

sensitive levels of the computing device’s operating system, including the registry

and system files.

34. Microsoft’s customers with Ryuk infected computing devices are
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damaged by these changes to Windows since they alter the normal and approved

settings and functions of the user’s operating system, place hooks into the operating

system so Ryuk can hide its presence and activities, destabilize it, and forcibly

conscript the computing device into the ransomware.

35. Microsoft devotes significant computing and human resources to

combating Ryuk and other malware infections, helping customers determine

whether their computing devices are infected, and cleaning the devices if an

infection is present. The efforts Microsoft expends to help users combat the Ryuk

ransomware requires in-depth technical investigations and extensive efforts to

calculate and remediate harm caused to Microsoft’s customers. Microsoft, as a

provider of the Windows operating systems, must also incorporate security features

to stop the installation of the Ryuk malware, and other malicious software that is

distributed by the Ryuk ransomware. Microsoft has expended significant resources

to investigate and track the Ryuk Defendants’ illegal activities and to counter and

remediate the damage caused by the Ryuk ransomware to Microsoft, its customers,

and the general public.

36. Microsoft Defender, Microsoft’s Antivirus product, has written and

deployed dozens of antivirus signatures to specifically detect and stop the Ryuk

threat.
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37. Microsoft has invested substantial resources in developing high-quality

products and services. Due to the high quality and effectiveness of Microsoft’s

products and services, and the expenditures of significant resources by Microsoft to

market those products and services, Microsoft has generated substantial goodwill

with its customers, established strong brands, and developed the Microsoft name,

and the names of its products and services, into strong and famous world-wide

symbols that are well-recognized within its channels of trade. Microsoft has

registered trademarks representing the quality of its products and services, and its

brand, including Microsoft, Windows, Word, and Outlook.

38. The activities of the Ryuk ransomware injure Microsoft and its

reputation, brand, and goodwill because users subject to the negative effects of these

malicious applications incorrectly believe that Microsoft and Windows are the

sources of their computing device problems. As explained above, because of the

Ryuk ransomware, users of infected computing devices will experience degraded

device performance. There is a great risk that users may attribute this problem to

Microsoft and associate these problems with Microsoft’s Windows products,

thereby diluting and tarnishing the value of the Microsoft and Windows trademarks

and brands.

39. Based on my experience assessing cyber threats, and the impact on
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business, I conclude that customers may, and often do, incorrectly attribute to

Microsoft the negative impact of the Ryuk ransomware and other malware

downloaded to their computing devices as a result of having their computers

hijacked and infected with a variety of malware, described earlier in this declaration.

Based on my experience, I conclude that there is a serious risk that customers may

move from Microsoft’s products and services because of such activities. Further,

there may be significant challenges to having such customers return, given the cost

they bear to switch to new products and the perceived risks.

VI. DISRUPTING ZLOADER AND RYUK

40. It is important that the requested actions be closely coordinated, such

that the malicious IP addresses, in various locations, are directed by the Court to be

turned off immediately upon receipt of any order issued by the Court and in

coordination with other efforts, such that these IP addresses are turned off

simultaneously. Any delay in disabling the IP addresses would warn the operators

of this action and immediately relocate the ransom and extortion servers to

unidentified servers/locations. In particular, because the Ryuk ransom and extortion

infrastructure is globally distributed, this relief sought from the Court is being

coordinated with legal efforts in many other jurisdictions. The proposed temporary

restraining order is framed in a manner that enables coordinated efforts that will
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maximize the effectiveness of the effort.

41. In the aggregate, the foregoing steps, which will be carried out upon

entry of the requested temporary restraining order, will prevent the Defendants from

accessing their ransom and extortion infrastructure, will cut off Defendants’ ability

to communicate with ransomed victim, and will effectively disrupt the operation of

the Ryuk ransomware.

42. I believe that the only way to suspend the injury caused to Microsoft,

its consumers and the public, is to take the steps described in the [Proposed] Ex Parte

Temporary Restraining Order and Order to Show Cause Re Preliminary Injunction

(“Proposed TRO”). This relief will significantly hinder the Ryuk ransomware’s

monetization and capability and operational control and stop the harmful activities

of the Defendants.

I declare under penalty of perjury under the laws of the United States of

America that the foregoing is true and correct to the best of my knowledge.

Executed on April 4, 2022.

/s/ Jason B. Lyons
Jason B. Lyons
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EXHIBIT 2



An official website of the United States government Here's how you know 
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anchor_dns

anchor_dns

anchor_dns XOR

0xB9 anchor_dns

mfjdieks.exe

%APPDATA% %PROGRAMDATA%

%AppData\Roaming\winapp

importDll32 importDll64

Systeminfo

importDll

outlookDll

injectDll  injectDLL64_configs

dinj

sinj

dpost

mailsearcher mailsearcher64_configs
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mailconf

networkDll

dpost

wormDll

tabDll

shareDll

client_id data  FAQ 

group_tag Readme.md

anchorDiag.txt

GUID GUID  /GroupID/ClientID/

/anchor_dns/[COMPUTERNAME]_[WindowsVersionBuildNo].[32CharacterString]/

[random_folder_name_in_%APPDATA%_excluding_Microsoft]

autoupdate#[5_random_numbers] (e.g., Task autoupdate#16876)

anchor_dns .bat

cmd.exe /c timeout 3 && del C:\Users\[username]\[malware_sample]

cmd.exe /C PowerShell \"Start‐Sleep 3; Remove‐Item C:\Users\[username]

\[malware_sample_location]\"

anchor_dns

kostunivo[.]com

chishir[.]com

mangoclone[.]com

onixcellent[.]com

ipecho[.]net

api[.]ipify[.]org

checkip[.]amazonaws[.]com

ip[.]anysrc[.]net

wtfismyip[.]com

ipinfo[.]io

icanhazip[.]com

myexternalip[.]com

ident[.]me
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anchor_dns

23[.]95[.]97[.]59

51[.]254[.]25[.]115

193[.]183[.]98[.]66

91[.]217[.]137[.]37

87[.]98[.]175[.]85
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Report‐Review26‐10.exe

Review_Report15‐10.exe

Document_Print.exe

Report10‐13.exe

Text_Report.exe

HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon

%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\adobe.lnk

45[.]148[.]10[.]92

170[.]238[.]117[.]187

177[.]74[.]232[.]124

185[.]68[.]93[.]17

203[.]176[.]135[.]102

96[.]9[.]73[.]73

96[.]9[.]77[.]142

37[.]187[.]3[.]176

45[.]89[.]127[.]92

62[.]108[.]35[.]103

91[.]200[.]103[.]242
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103[.]84[.]238[.]3

36[.]89[.]106[.]69

103[.]76[.]169[.]213

36[.]91[.]87[.]227

105[.]163[.]17[.]83

185[.]117[.]73[.]163

5[.]2[.]78[.]118

185[.]90[.]61[.]69

185[.]90[.]61[.]62

86[.]104[.]194[.]30

31[.]131[.]21[.]184

46[.]28[.]64[.]8

104[.]161[.]32[.]111

107[.]172[.]140[.]171

131[.]153[.]22[.]148

195[.]123[.]240[.]219

195[.]123[.]242[.]119

195[.]123[.]242[.]120

51[.]81[.]113[.]25

74[.]222[.]14[.]27

HERMES  .ryk

Ransomware Activity Targeting the Healthcare and Public Health Sector ... https://www.cisa.gov/uscert/ncas/alerts/aa20-302a

8 of 16 3/30/2022, 11:36 PM



.bat

RyukReadMe

RyukReadMe

RyukReadMe

GetIpNetTable

GetWindowsDirec

C:\Users\Public

VirtualAl

cessMemory CreateRemoteThread

CreateToolhelp32Snapshot

cmd.exe

GetLogicalDrives GetDriveTypeW

ShellExecuteW GetWindowsD

VirtualAlloc WriteProcessMemory CreateRemoteThread

SeDebugPrivilege

.RYK

yukReadMe.txt

kill.bat

vssadmin Delete Shadows /all /quiet

ze shadowstorage

HKEY_CURRENT_USER

rosoft\Windows\CurrentVersion\Run
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XOR 0xB9 XOR Anchor_DNS
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